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Abstract

The increasing adoption of artificial intelligence (Al) in mental healthcare has transformed the
identification, monitoring, and management of psychological conditions through predictive
analytics and behavioral data analysis, while simultaneously generating significant legal and ethical
challenges related to accountability, privacy protection, transparency, and the legitimacy of
algorithmic decision-making. This study aims to examine legal accountability mechanisms in Al-
driven mental health systems and to integrate Islamic ethical principles as a complementary
evaluative framework for strengthening governance. A normative legal research method is
employed using statutory, conceptual, and comparative approaches, analyzing Indonesian health
law, personal data protection law, and electronic information regulations, as well as international
instruments such as the UNESCO, OECD, and WHO guidelines on Al governance. The findings
indicate that existing legal frameworks in Indonesia remain fragmented and insufficient to
comprehensively regulate algorithmic decision-making, explainability requirements, and liability
allocation in Al-assisted mental healthcare. Accordingly, this study proposes an integrated
governance framework that combines national legal instruments, trustworthy Al principles, and
Magqasid al-Shari‘ah as normative and ethical foundations for responsible Al deployment. The
novelty of this research lies in its doctrinal integration of Al legal accountability with Islamic ethical
governance in the mental health context, which has been rarely addressed in previous studies. The
contribution of this study is the development of a multidisciplinary governance model that
strengthens legal certainty, ethical legitimacy, and patient protection in digital mental health
systems. However, this study is limited by its normative doctrinal approach and the absence of
empirical validation within healthcare institutions and Al implementation settings.
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1. Introduction

The integration of artificial intelligence (Al) into healthcare has transformed the methods
through which medical conditions are identified, monitored, and managed. Recent advances in
machine learning, deep learning, and health informatics have enabled healthcare systems to
process vast amounts of digital data for predictive and diagnostic purposes (Arias et al., 2025;
Chen et al., 2025). In the field of mental healthcare, Al-driven systems have demonstrated
considerable potential in detecting psychological distress, depression, anxiety, and other mental
disorders through behavioral and linguistic patterns extracted from digital platforms and social
media interactions (Putra et al., 2026; Villarreal et al., 2026). The increasing use of digital
mental health tools has further expanded opportunities for early intervention, remote healthcare
delivery, and improved accessibility to mental health services, particularly among populations
facing geographical, social, or economic barriers (Bridge et al., 2025). However, this
technological transformation simultaneously reconfigures the legal structure of healthcare
governance by introducing algorithmic decision-making into domains traditionally governed
by professional medical judgment and statutory accountability frameworks.

Despite these promising developments, the growing reliance on algorithmic systems in mental
healthcare raises significant legal and ethical concerns. Unlike conventional healthcare
technologies, Al systems frequently operate through complex decision-making mechanisms
that are difficult for users, healthcare professionals, and regulators to fully interpret (Camilleri,
2026; Islam et al., 2026). The use of predictive algorithms in mental health assessments
introduces risks associated with inaccurate diagnoses, discriminatory outcomes, algorithmic
bias, and uncertainty regarding liability allocation when harm occurs (Olawade et al., 2025;
Mostafapour et al., 2026). Furthermore, the emergence of conversational Al and emotionally
responsive systems has intensified concerns regarding human vulnerability, dependency, and
the boundaries of professional medical responsibility (Rahsepar Meadi et al., 2025; Volpato et
al., 2025). These developments expose a structural limitation in traditional medical malpractice
doctrines, which are primarily designed to regulate human actors rather than distributed socio-
technical systems involving autonomous computational agents.

The legal challenges become even more complex because Al-driven mental health systems rely
heavily on the collection and processing of highly sensitive personal data. Mental health
information constitutes one of the most protected categories of personal data due to its
implications for dignity, autonomy, and social participation. Existing studies emphasize risks
of privacy violations, unauthorized profiling, cybersecurity breaches, and secondary data use
beyond original consent purposes (El-Khoury & Albarashdi, 2025; Shammar et al., 2025; Yang
et al., 2026). Moreover, scholarly debates increasingly question whether traditional consent
doctrines remain adequate in Al environments, where individuals often cannot meaningfully
understand algorithmic inference processes (Sengupta & Mohandas, 2026; Raposo, 2026).
Accordingly, the legal problem is no longer limited to data protection compliance, but extends
to the question of informational self-determination in algorithmic environments and the
enforceability of consent under conditions of technological opacity. These concerns have
encouraged the development of international governance frameworks emphasizing
transparency, explainability, accountability, and trustworthy AI (OECD, 2019; UNESCO,
2021; WHO, 2021; Guo et al., 2026; Moreno-Sanchez et al., 2026).
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The issue of governance is particularly significant in jurisdictions where statutory law interacts
with religious-ethical normative systems. In Indonesia, Al deployment in healthcare must be
examined within both positive law and normative ethical frameworks shaping legitimacy and
public trust. Indonesia has enacted Law Number 17 of 2023 concerning Health, Law Number
27 of 2022 concerning Personal Data Protection, and Law Number 1 of 2024 concerning
Electronic Information and Transactions. However, these legal instruments remain functionally
fragmented because they do not explicitly regulate algorithmic accountability, automated
clinical decision-making, or explainability obligations in Al-assisted healthcare systems. From
an Islamic perspective, technological governance is further informed by Magasid al-Shari ‘ah,
particularly the protection of life (hifz al-nafs), intellect (hifz al- ‘aql), and human dignity (Al-
Shatibi, 1920; Auda, 2008; Kamali, 2008). Contemporary Islamic legal theory further
emphasizes the concept of maslahah as a normative basis for ensuring that technological
innovation aligns with public welfare, justice, and harm prevention (Rahman, 1987; Dusuki &
Abdullah, 2007; Padela, 2013). This dual normative structure—state law and Islamic ethical
jurisprudence—creates a unique governance context requiring integrative legal analysis rather
than isolated doctrinal interpretation.

Although previous studies have extensively examined the technical performance of Al in
mental health prediction (Putra et al., 2026; Kandeel et al., 2026), legal accountability
frameworks remain underdeveloped, particularly in relation to normative integration between
health law and Islamic ethical governance. Existing literature tends to analyze Al governance
in segmented domains such as technical performance, ethical principles, or regulatory
compliance without constructing a unified legal accountability model (Basu et al., 2026;
Ibrahim et al., 2026; Krakowski, 2025). There is therefore a doctrinal gap in explaining how
responsibility should be legally distributed across clinicians, healthcare institutions, software
developers, and platform operators within Al-mediated mental healthcare systems. This study
addresses this gap by examining three research questions: (1) How should legal accountability
be structured in Al-driven mental health systems? (2) To what extent do Indonesian legal
frameworks adequately regulate privacy, data protection, and patient rights in Al-based
healthcare? and (3) How can Magasid al-Shari ‘ah be operationalized as a normative framework
for ethical Al governance in mental healthcare? By answering these questions, this study
develops an integrated socio-legal and ethical governance model that bridges statutory law,
international Al governance standards, and Islamic legal theory in regulating Al-driven mental
health systems.

2. Literature Review
The rapid integration of artificial intelligence (A7) into healthcare has generated extensive
scholarly attention regarding its role in transforming diagnosis, clinical decision-making, and
health service delivery. Al systems have evolved from basic computational tools into advanced
machine learning infrastructures capable of predictive analytics and complex pattern
recognition, significantly improving the efficiency of healthcare systems in identifying diseases
and optimizing treatment pathways (Arias et al., 2025; Chen et al., 2025). In mental healthcare,
Al-enabled models have shown strong potential in detecting depression, anxiety, and
psychological distress through the analysis of behavioral signals, linguistic patterns, and digital
footprints extracted from online platforms (Putra et al., 2026; Villarreal et al., 2026). However,
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the literature increasingly recognizes that technological advancement alone does not guarantee
normative legitimacy, particularly when deployed in sensitive domains such as mental health.
Digital mental health tools are therefore situated within broader debates on healthcare
accessibility, prevention, and equity, especially for underserved populations (Bridge et al.,
2025). Despite these developments, scholars consistently emphasize that the governance

implications of Al remain underexplored compared to its technical performance (Olawade et
al., 2025).

A significant body of literature addresses the challenge of legal accountability in Al-driven
healthcare systems. Traditional legal frameworks assume that liability can be attributed to
identifiable human actors such as physicians or healthcare institutions; however, Al systems
complicate this assumption due to their probabilistic and autonomous decision-making
structures. This has led to a doctrinal shift in legal scholarship from individual liability toward
distributed or shared accountability models. Studies highlight difficulties in assigning
responsibility when algorithmic outputs contribute to harm or misdiagnosis in clinical settings
(Mostafapour et al., 2026; Cecchi et al., 2026). Basu et al. (2026) argue that effective
governance requires structured accountability mechanisms capable of tracing decisions across
human—machine interactions. Similarly, Ibrahim et al. (2026) emphasize the integration of legal
governance with professional ethics to ensure regulatory coherence. The concept of human—Al
agency further suggests that accountability should be understood as relational rather than
isolated, emerging from interactions between developers, healthcare providers, and users
(Krakowski, 2025). This perspective is particularly relevant for mental health applications
where algorithmic outputs directly influence clinical interventions and patient welfare.

Another dominant strand of literature focuses on data protection, privacy governance, and
digital rights in Al-enabled healthcare. Mental health data is classified as highly sensitive due
to its potential impact on dignity, social identity, and discrimination risks. Al systems depend
heavily on large-scale data collection, increasing exposure to privacy violations, unauthorized
surveillance, and secondary data use (El-Khoury & Albarashdi, 2025; Yang et al., 2026). A
growing consensus in the literature suggests that conventional informed consent models are
insufficient in the context of machine learning-based healthcare systems. Sengupta and
Mohandas (2026) argue that individuals often lack meaningful understanding of algorithmic
data processing, thereby weakening the validity of consent. Raposo (2026) further highlights
regulatory challenges in governing continuously learning Al systems. Consequently,
governance frameworks increasingly emphasize trustworthy A/, focusing on transparency,
fairness, explainability, and accountability (Guo et al., 2026; Moreno-Sanchez et al., 2026;
Miedema et al., 2026). The explainable artificial intelligence (XAI) approach proposed by Islam
et al. (2026) strengthens this discourse by advocating interpretability in algorithmic decision-
making processes, particularly in clinical contexts where human oversight remains essential.

The ethical dimension of Al governance has also been widely discussed within international
regulatory frameworks. Institutions such as the OECD, UNESCO, and the World Health
Organization emphasize principles of human-centered Al, fairness, non-discrimination, and
accountability in healthcare applications (OECD, 2019; UNESCO, 2021; WHO, 2021). These
principles reflect a broader normative attempt to align technological innovation with
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fundamental human rights. Scholars increasingly argue that ethical governance must account
for human vulnerability as a central regulatory concern, particularly in mental health contexts
where emotional dependency on Al systems may arise. Rahsepar Meadi et al. (2025) identify
risks of emotional manipulation and reduced professional oversight in conversational Al
systems. Similarly, Teo (2025) emphasizes resilience-based governance that prioritizes
psychological safety and human dignity. Studies on generative Al-based emotional support
systems further highlight the tension between technological efficiency and ethical responsibility
(Volpato et al., 2025). In long-term care contexts, responsible Al frameworks stress the
importance of maintaining human agency while ensuring compliance with legal and ethical
norms (Green et al., 2026).

Despite the growing body of literature on Al governance, limited attention has been given to
integrating Islamic legal and ethical perspectives into digital mental healthcare regulation. The
framework of Magqasid al-Shari ‘ah provides a normative foundation grounded in the protection
of religion, life, intellect, lineage, and property. Among these, the principles of hifz al-nafs
(protection of life) and hifz al- ‘aql (protection of intellect) are particularly relevant for mental
health governance (Al-Shatibi, 1920; Auda, 2008; Mustofa et al., 2026; Qomaro et al., 2026).
Islamic legal theory emphasizes maslahah (public interest) and dar’ al-mafasid (harm
prevention) as guiding principles for evaluating technological innovation (Kamali, 2008;
Rahman, 1987). Dusuki and Abdullah (2007) argue that Magqdasid al-Shari ‘ah functions as a
dynamic and adaptive framework for addressing modern governance challenges. In bioethical
discourse, Padela (2013) highlights the importance of integrating Islamic moral reasoning into
contemporary healthcare systems. However, existing studies rarely operationalize Islamic
ethical principles within legal accountability frameworks for Al-driven healthcare systems.
This gap justifies the need for an integrated analytical model combining legal doctrine, data
protection governance, and Islamic ethical theory, thereby extending the literature toward a
more comprehensive socio-legal approach to Al regulation in mental healthcare.

3. Methodology

This study employs a normative legal research design to examine legal accountability and
ethical governance in artificial intelligence (A7)-driven mental health systems. Normative legal
research is appropriate because the study focuses on the interpretation and analysis of legal
norms, doctrinal principles, and regulatory frameworks rather than empirical field data.
Accordingly, this research is positioned within socio-legal doctrinal inquiry that prioritizes the
evaluation of legal texts and governance principles governing emerging technologies. The
approach is reinforced by a statute approach, conceptual approach, and comparative approach.
The statute approach examines Indonesian legal instruments, including Law Number 17 0£2023
on Health, Law Number 27 of 2022 on Personal Data Protection, and Law Number 1 of 2024
on Electronic Information and Transactions. In addition, international governance frameworks
such as the OECD Principles on Artificial Intelligence (2019), UNESCO Recommendation on
the Ethics of Artificial Intelligence (2021), and WHO Ethics and Governance of Artificial
Intelligence for Health (2021) are analyzed as normative benchmarks for Al regulation in
healthcare (OECD, 2019; UNESCO, 2021; WHO, 2021).
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The conceptual approach is used to construct an integrated analytical framework combining
legal accountability theory, trustworthy A/ governance, digital rights protection, and Islamic
ethical governance. This study draws on interdisciplinary literature addressing algorithmic
accountability, explainable artificial intelligence (XA7), and healthcare data governance (Putra
et al., 2026; Basu et al., 2026; Guo et al., 2026; Islam et al., 2026). The conceptual framework
is further strengthened through the incorporation of Magqasid al-Shari ‘ah as a normative ethical
lens for evaluating Al deployment in mental healthcare. Within this framework, particular
emphasis is placed on the principles of hifz al-nafs (protection of life) and hifz al-‘aql
(protection of intellect), which are directly relevant to psychological wellbeing and cognitive
integrity (Al-Shatibi, 1920; Auda, 2008; Kamali, 2008). The comparative approach is applied
to assess the convergence and divergence between Indonesian regulatory frameworks and
international Al governance standards, particularly in relation to accountability structures,
privacy safeguards, and algorithmic transparency requirements (Muhammad, Babangida, et al.,
2025; Ibrahim et al., 2026; Moreno-Sanchez et al., 2026).

The legal materials used in this study consist of primary, secondary, and tertiary sources.
Primary materials include national legislation, international policy instruments, and regulatory
guidelines related to health law, data protection, electronic information governance, and Al
ethics. Secondary materials include peer-reviewed journal articles, academic books, systematic
reviews, and policy analyses addressing Al governance, mental health technologies, legal
accountability, and Islamic bioethics (El-Khoury & Albarashdi, 2025; Kandeel et al., 2026;
Raposo, 2026). Tertiary materials consist of legal dictionaries, encyclopedias, and reference
works used to clarify doctrinal and technical legal terminology. Data collection was conducted
through systematic library-based research using qualitative documentation techniques. The
analytical procedure follows a descriptive-analytical and comparative-interpretive method to
identify, categorize, and evaluate relevant legal norms across jurisdictions. The collected
materials were then analyzed through doctrinal interpretation and normative reasoning to assess
the adequacy of existing regulatory frameworks in addressing Al-related risks in mental
healthcare. Through this methodological design, the study develops an integrated analytical
structure that links legal accountability, trustworthy A7 governance, and Magasid-based ethical
evaluation to support a responsible and human-centered regulatory model for Al-driven mental
health systems.

4. Results and Discussion
4.1. The Emergence of AI-Driven Mental Health Systems and Their Regulatory
Implications
The rapid development of artificial intelligence (Al)-driven mental health systems has
fundamentally transformed contemporary healthcare by integrating machine learning, natural
language processing, and predictive analytics into diagnostic and decision-support processes.
Recent studies show that large-scale deep learning and healthcare analytics models are
increasingly capable of detecting depression, anxiety disorders, psychological distress, and
suicidal risk through behavioral patterns, linguistic indicators, and digital activity traces (Arias
et al., 2025; Chen et al., 2025; Putra et al., 2026). These developments indicate a clear shift
toward data-driven mental healthcare, where algorithmic systems are not only assisting
clinicians but also reshaping the epistemology of psychiatric assessment through computational
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prediction and continuous monitoring. From a healthcare system perspective, Al-based mental
health technologies offer significant opportunities to improve accessibility, efficiency, and
early intervention in psychological services. Digital mental health platforms enable remote
monitoring, real-time risk detection, and scalable psychological support, particularly in regions
with limited access to psychiatrists and psychologists (Bridge et al., 2025; Villarreal et al.,
2026). In addition, social media-based predictive analytics have demonstrated potential in
identifying early signs of mental health deterioration before individuals seek formal clinical
intervention (Galatzan et al., 2025; Tamang, 2026; Putra et al., 2026). These findings suggest
that Al can contribute meaningfully to public health goals by reducing service gaps, improving
response time, and enhancing preventive mental healthcare strategies.

However, the expansion of Al in mental healthcare simultaneously generates complex legal and
governance challenges, particularly regarding accountability, transparency, and patient rights
protection. The “black-box” nature of many Al systems limits interpretability, making it
difficult for healthcare providers and regulators to verify how algorithmic decisions are
produced, thereby raising concerns about liability for misdiagnosis, bias, and harmful
recommendations (Camilleri, 2026; Kandeel et al., 2026). In the Indonesian legal context,
regulatory frameworks such as Law Number 17 of 2023 on Health, Law Number 27 of 2022
on Personal Data Protection, and Law Number 1 of 2024 on Electronic Information and
Transactions establish general obligations regarding healthcare quality, data protection, and
digital system governance, but they do not explicitly regulate algorithmic decision-making or
liability allocation in Al-assisted medical practice (Government of Indonesia, 2023; 2022;
2024). This indicates a normative gap between technological advancement and legal regulation
in Al-driven healthcare systems.

This regulatory gap demonstrates that existing legal structures are insufficient to fully govern
Al-assisted mental healthcare and to clearly define responsibility in cases of algorithmic harm.
International normative frameworks, including the OECD Principles on Al (2019), the
UNESCO Recommendation on the Ethics of AI (2021), and the WHO guidance on Al for health
(2021), consistently emphasize transparency, accountability, explainability, fairness, and
human oversight as core governance principles. These frameworks position Al as a supportive
tool rather than an autonomous decision-maker in clinical practice. Therefore, the emergence
of Al-driven mental health systems highlights the urgent need for an integrated legal
governance model that ensures accountability, strengthens patient protection, and aligns
technological innovation with human rights and public welfare. In this regard, the findings also
imply that effective regulation must move beyond technical compliance toward a broader
normative framework that can accommodate ethical responsibility and safeguard human dignity
in digital mental healthcare systems.

4.2. Legal Accountability in AI-Based Mental Healthcare
One of the central legal challenges in the implementation of Al-driven mental health systems
concerns the allocation of liability when algorithmic outputs lead to patient harm. In traditional
healthcare governance, accountability is relatively clear because responsibility is attributed to
identifiable actors such as physicians, hospitals, or health institutions under established medical
negligence doctrines. However, the integration of artificial intelligence introduces a
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multilayered decision-making structure in which clinical recommendations may be generated
through complex and partially autonomous computational processes. This condition
complicates the identification of causality and responsibility, particularly when inaccurate
predictions, biased outputs, or erroneous classifications result in adverse clinical outcomes (Li
et al., 2025; Mostafapour et al., 2026; Kandeel et al., 2026). Therefore, legal accountability in
Al-based mental healthcare must shift from a single-actor model to a distributed responsibility
framework that reflects the socio-technical nature of algorithmic decision-making.

From the perspective of Indonesian health law, the use of Al does not eliminate the professional
and institutional responsibility of healthcare providers. Law Number 17 of 2023 concerning
Health emphasizes that healthcare services must uphold patient safety, professional standards,
and legal accountability in all forms of medical practice (Government of Indonesia, 2023).
Similarly, Law Number 27 of 2022 on Personal Data Protection imposes strict obligations
regarding the processing of sensitive health data, while Law Number 1 of 2024 concerning
Electronic Information and Transactions requires electronic system operators to ensure system
reliability, integrity, and security (Government of Indonesia, 2022; 2024). However, these
regulatory instruments do not explicitly regulate algorithmic decision-making or automated
clinical reasoning, creating a normative gap in the governance of Al-assisted mental healthcare.
Within this framework, Al systems cannot be recognized as independent legal subjects; instead,
accountability remains attached to human actors, including clinicians, developers, and
healthcare institutions.

Expanding the concept of accountability, Basu et al. (2026) argue that responsibility must be
embedded throughout the entire lifecycle of Al systems, from design and data collection to
deployment and monitoring. In a similar vein, Ibrahim et al. (2026) emphasize that legal
governance of Al cannot be separated from ethical responsibility because algorithmic outputs
directly influence human dignity and welfare. This study therefore adopts a layered
accountability approach in which responsibility is distributed across multiple stakeholders
based on their functional control over the Al system. The concept of Human—AI agency
proposed by Krakowski (2025) further supports this view by framing Al not as an autonomous
decision-maker but as part of an interactive decision ecosystem involving human judgment and
machine output. Consequently, clinicians retain final responsibility for validating Al
recommendations, while developers are accountable for system safety, transparency, and
robustness, and institutions are responsible for governance and risk management structures.

Another critical dimension of legal accountability concerns data governance in mental health
Al systems. Mental health information constitutes sensitive personal data requiring heightened
protection under Indonesian law, particularly regarding lawful processing, consent, and
confidentiality (Government of Indonesia, 2022). In addition, electronic system obligations
under national law require secure data management and protection against unauthorized access
or misuse (Government of Indonesia, 2024). Cecchi et al. (2026) propose that effective medico-
legal accountability in Al healthcare must be grounded in four principles: transparency,
explainability, traceability, and human oversight. These principles align with international
frameworks such as the OECD (2019), UNESCO (2021), and WHO (2021), which collectively
emphasize that Al must remain under meaningful human control. Accordingly, accountability
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in Al-driven mental healthcare should not only focus on liability after harm occurs but must
also incorporate preventive governance mechanisms across the system lifecycle.

Overall, the analysis shows that Indonesia has established foundational legal instruments
relevant to Al governance in healthcare; however, these instruments remain fragmented and not
specifically designed for algorithmic medical decision-making. This gap creates uncertainty in
liability allocation among clinicians, developers, data controllers, and healthcare institutions.
Therefore, a comprehensive regulatory framework is required to integrate health law, data
protection law, and Al governance principles into a unified accountability system that ensures
legal certainty, ethical compliance, and patient protection in Al-driven mental healthcare.

4.3. Data Protection, Privacy, and Digital Rights

The implementation of Al-driven mental health systems fundamentally depends on the
continuous collection, processing, and interpretation of large-scale personal and behavioral
datasets. Unlike general health information, mental health data are particularly sensitive
because they reflect deeply private dimensions of human life, including emotional states,
cognitive patterns, interpersonal relationships, and behavioral vulnerabilities. This heightened
sensitivity makes mental health information a critical legal category that requires strengthened
protection within digital healthcare ecosystems. The increasing use of predictive analytics,
including social media monitoring and linguistic analysis, further expands the scope of data
extraction beyond clinical settings into everyday digital interactions, raising serious concerns
regarding autonomy, informational self-determination, and lawful data use (El-Khoury &
Albarashdi, 2025; Muhammad, Aliyu, et al., 2025; Putra et al., 2026). From a digital rights
perspective, such developments indicate a structural shift in healthcare governance toward
continuous data surveillance, where individuals may be profiled even before formal clinical
engagement.

The expansion of Al-based healthcare systems has also intensified risks associated with
unauthorized access, secondary data use, algorithmic profiling, and data commodification. El-
Khoury and Albarashdi (2025) emphasize that healthcare Al systems often rely on complex
data-sharing ecosystems that increase vulnerability to privacy breaches and uncontrolled data
flows. Similarly, He and Chen (2025) argue that regulatory frameworks frequently lag behind
technological innovation, creating governance gaps in data protection enforcement.
Furthermore, the proliferation of open medical datasets and interoperable health infrastructures
increases the risk of re-identification, even when anonymization techniques are applied (Yang
et al., 2026; Mufleh et al., 2026; Emmer De Albuquerque Green et al., 2026). These conditions
demonstrate that traditional confidentiality-based approaches are no longer sufficient to address
the dynamic and recursive nature of Al-driven data processing. Accordingly, data protection
must evolve toward risk-based and lifecycle-oriented governance capable of addressing
continuous data reuse and algorithmic learning.

Within the Indonesian legal framework, personal data protection is primarily regulated under
Law Number 27 of 2022 concerning Personal Data Protection, which classifies health
information as specific personal data requiring enhanced safeguards (Government of Indonesia,
2022). This law establishes core data subject rights, including access, correction, withdrawal of
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consent, restriction of processing, and data deletion. In addition, Law Number 17 of 2023
concerning Health reinforces patient confidentiality as a fundamental principle of healthcare
delivery (Government of Indonesia, 2023), while Law Number 1 of 2024 concerning Electronic
Information and Transactions imposes obligations on electronic system providers to ensure
system security and reliability (Government of Indonesia, 2024). However, despite this
relatively comprehensive legal structure, none of these instruments explicitly regulates
algorithmic profiling, automated inference, or continuous learning systems used in Al-based
mental healthcare. As a result, legal protection remains focused on static data processing rather
than dynamic algorithmic ecosystems. A critical unresolved issue concerns the adequacy of
informed consent in Al-driven environments. Sengupta and Mohandas (2026) argue that
conventional consent mechanisms are increasingly insufficient because users often cannot
comprehend how machine learning models process and infer psychological conditions from
their data. Raposo (2026) further highlights the regulatory difficulty of overseeing adaptive Al
systems that continuously evolve after deployment, thereby challenging the stability of consent
over time. This suggests that informed consent must be reconceptualized as an ongoing and
adaptive legal process rather than a one-time procedural requirement. Additionally, algorithmic
bias remains a significant concern, as biased datasets may lead to discriminatory mental health
classifications and unequal access to care. Such risks are insufficiently addressed under existing
Indonesian legal provisions, which do not explicitly regulate automated decision-making or
algorithmic explainability in healthcare contexts.

Table 1. Major Legal Risks and Regulatory Responses in AI-Driven Mental Health Systems

_Legal Risk Potential Impact Applicable Legal Framework
Privacy Violations Unauthorized disclosure of mental health | Law No. 27/2022 on Personal Data
information Protection
Algorithmic Bias Discriminatory or inaccurate mental Explainable Al standards and

health assessments regulatory auditing
Lack of Reduced accountability and inability to OECD AI Principles (2019); UNESCO
Transparency challenge decisions Al Ethics (2021)
Cybersecurity Data breaches and manipulation of health | Law No. 1/2024 on Electronic
Threats information Information and Transactions
Automated Decision | Harmful healthcare recommendations Human oversight and professional
Errors affecting patient wellbeing accountability mechanisms

Source: Author’s elaboration based on OECD (2019), UNESCO (2021), WHO (2021), and Government of
Indonesia (2022-2024).

Table 1 presents the major legal risks and corresponding regulatory responses in Al-driven
mental health systems. The table summarizes key vulnerabilities, including privacy violations,
algorithmic bias, transparency deficits, cybersecurity threats, and automated decision errors,
along with relevant legal and ethical frameworks such as the PDP Law, OECD Principles
(2019), UNESCO Ethics Recommendation (2021), and WHO Guidance (2021). This structured
mapping highlights the multidimensional nature of Al governance, demonstrating that no single
legal instrument is sufficient to regulate the complexity of Al-enabled mental healthcare
systems.

Overall, the findings indicate that Indonesia has established a foundational legal framework for
personal data protection, healthcare confidentiality, and electronic system governance.
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However, this framework remains fragmented and insufficiently tailored to the specific
challenges posed by Al-driven mental healthcare. Therefore, future regulatory reform should
adopt an integrated digital rights framework that combines data protection, algorithmic
accountability, and human oversight to ensure ethical, transparent, and rights-respecting
deployment of Al in mental health services.

4.4. Trustworthy Al and Explainable Governance

The increasing integration of artificial intelligence in mental healthcare has significantly
transformed debates surrounding transparency, explainability, and the rule of law in digital
health governance. While Al-based systems offer substantial benefits in enhancing diagnostic
accuracy, early detection, and service efficiency, their legitimacy depends on whether affected
individuals can understand and meaningfully contest decisions that influence their
psychological assessment and treatment pathways. In legal doctrine, transparency is not merely
a technical attribute but a normative requirement that safeguards procedural fairness,
accountability, and patient autonomy. When algorithmic systems generate outputs related to
mental health classification or risk prediction, patients must be able to access intelligible
explanations regarding the basis of such decisions. Without this, the exercise of legal remedies
becomes practically constrained, thereby weakening the protection of patient rights in digital
healthcare environments.

One of the central challenges in Al governance is the so-called “black-box problem,” where
complex machine-learning models operate through multi-layered computational structures that
are not easily interpretable by clinicians, regulators, or patients. Camilleri (2026) explains that
Explainable Artificial Intelligence (XA/) offers a methodological response to this issue by
enabling the translation of algorithmic outputs into interpretable representations. From a
governance perspective, explainability performs a triadic legal function. First, it strengthens
transparency by revealing the key variables influencing Al-generated recommendations.
Second, it enables accountability by allowing judicial or regulatory review when harm occurs.
Third, it reinforces procedural justice by ensuring that individuals are not subjected to opaque
determinations without the possibility of contestation. Thus, explainability operates as a bridge
between computational complexity and legal accountability requirements in healthcare
decision-making systems.

The normative foundation of explainable governance is reinforced by international soft-law
instruments. The OECD Principles on Artificial Intelligence (2019) emphasize transparency
and accountability as core requirements of trustworthy Al. The UNESCO Recommendation on
the Ethics of Artificial Intelligence (2021) further underscores explainability as a safeguard
against discriminatory or arbitrary algorithmic outcomes. Likewise, the WHO guidance on Al
governance in health systems highlights human oversight as an essential condition for ethical
deployment. These frameworks collectively establish that Al systems must remain under
meaningful human control and must not erode fundamental rights such as privacy, dignity, and
access to justice. In this context, explainability should be interpreted not merely as a design
feature but as a normative legal obligation embedded within responsible digital governance
structures.
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In mental healthcare contexts, the implications of opaque algorithmic decision-making are
particularly severe because Al-generated assessments may affect employment opportunities,
insurance eligibility, and social stigma. Islam et al. (2026) propose a participatory governance
model that integrates stakeholders—including patients, clinicians, and policymakers—into the
Al design lifecycle to enhance legitimacy and accountability. Similarly, Guo et al. (2026)
emphasize that trustworthy Al requires compliance with legal norms, fairness, reliability, and
auditability as integrated governance dimensions. From an Indonesian legal perspective,
principles of transparency and patient protection are implicitly supported by Law Number 17
of 2023 on Health, Law Number 27 of 2022 on Personal Data Protection, and Law Number 1
of 2024 on Electronic Information and Transactions (Government of Indonesia, 2023; 2022;
2024). Although these laws do not explicitly establish a right to explanation, their combined
normative structure indicates a clear direction toward enhanced accountability in digital health
services. This demonstrates a regulatory transition from conventional healthcare governance
toward digitally mediated accountability regimes requiring interpretability and oversight in
algorithmic decision-making.

Furthermore, trustworthy Al cannot be achieved solely through technical interpretability
mechanisms. Moreno-Sanchez et al. (2026) argue that trustworthiness must be operationalized
through integrated governance frameworks that combine legal, ethical, and technical safeguards
across the Al lifecycle. In parallel, Miedema et al. (2026) propose a lifecycle-based governance
model that embeds accountability from data collection to post-deployment monitoring, ensuring
continuous oversight of algorithmic behavior. Such a governance approach aligns with the rule-
of-law principle by guaranteeing that Al systems remain subject to ongoing legal scrutiny rather
than one-time certification processes. In mental healthcare, where algorithmic errors may
directly affect human dignity and psychological wellbeing, trustworthy Al must therefore be
conceptualized as a governance objective grounded in transparency, explainability,
accountability, and enforceable legal oversight rather than as a purely technological
achievement.

4.5. Islamic Ethical Governance and Magqasid al-Shari ‘ah

Islamic ethical governance provides a normative foundation that complements contemporary
legal and technological frameworks in regulating artificial intelligence (Al) within mental
healthcare systems. While modern regulatory approaches emphasize compliance, risk
mitigation, and procedural accountability, they often remain insufficient in addressing deeper
questions of moral legitimacy and social acceptability in Muslim-majority societies such as
Indonesia. In this context, Magdasid al-Shari‘ah functions as a comprehensive ethical
framework that integrates law, morality, and social welfare in evaluating Al-driven mental
health technologies. Classical Islamic jurisprudence identifies the protection of religion (hifz
al-din), life (hifz al-nafs), intellect (hifz al- ‘aql), lineage (hifz al-nasl), and property (hifz al-
mal) as core objectives of Shariah (Al-Shatibi, 1920; Auda, 2008). Among these, hifz al-nafs
and hifz al-‘aql are particularly relevant to mental health governance because psychological
wellbeing directly affects human dignity, rational capacity, and social functioning. Al-based
mental health tools that enable early detection of psychological distress may therefore
contribute positively to the realization of these objectives, as evidenced by predictive modeling
in digital platforms (Putra et al., 2026).
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However, Islamic ethical evaluation requires that technological usefulness be balanced with
moral constraint and harm prevention. According to Auda (2008), Magasid al-Shari ‘ah is a
dynamic and systems-oriented framework that must respond to evolving technological realities
rather than remain static. This means that Al systems cannot be justified solely on the basis of
efficiency or accuracy, but must also be assessed in terms of their broader societal
consequences, including privacy intrusion, discrimination risks, and erosion of human
autonomy. Within Islamic legal theory, public benefit (maslahah) is a key consideration, yet it
is always conditioned by the prevention of harm (mafsadah). As Rahman (1987) and Padela
(2013) emphasize, Islamic bioethical reasoning places strong emphasis on human dignity and
the protection of vulnerable individuals in healthcare contexts. Therefore, Al systems that
generate unjust profiling, opaque decisions, or psychological harm may conflict with Shariah
objectives even if they offer technical advantages.

The operationalization of Islamic ethical governance can be further strengthened through
established legal maxims (qawa ‘id fighiyyah) and contemporary governance principles. The
principle al-darar yuzal (harm must be eliminated) requires that Al systems be designed to
minimize risks such as algorithmic bias, misdiagnosis, and unauthorized data disclosure.
Similarly, dar’ al-mafdasid mugqaddam ‘ald jalb al-masalih (preventing harm takes priority over
achieving benefit) supports strict oversight of Al deployment in sensitive mental health
contexts. These principles align with international Al governance frameworks that emphasize
transparency, fairness, and accountability, including OECD (2019), UNESCO (2021), and
WHO (2021) guidelines. Furthermore, Dusuki and Abdullah (2007) highlight that governance
should prioritize maslahah by ensuring that public policies maximize collective welfare while
minimizing social harm. In practical terms, this requires integrating human oversight,
explainability mechanisms, privacy safeguards, and ethical auditing into Al mental healthcare
systems.

The convergence between Islamic ethical governance and modern regulatory frameworks
demonstrates their mutual compatibility in addressing Al challenges in mental healthcare.
Indonesian legal instruments such as Law No. 27 of 2022 on Personal Data Protection, Law
No. 17 of 2023 on Health, and Law No. 1 of 2024 on Electronic Information and Transactions
already reflect principles of confidentiality, accountability, and data security (Government of
Indonesia, 2022; 2023; 2024). Although these laws do not explicitly reference Magasid al-
Shari ‘ah, their underlying emphasis on dignity, justice, and protection of personal data is
conceptually aligned with Islamic ethical principles. Therefore, an integrated governance model
combining national law, international Al ethics, and Magasid al-Shari‘ah provides a
comprehensive framework for ensuring that Al-driven mental health systems remain legally
compliant, ethically grounded, and socially responsible.

5. Conclusion
This study directly answers the research problem by demonstrating that the rapid adoption of
artificial intelligence (AI) in mental healthcare has generated complex legal, ethical, and
governance challenges that cannot be adequately addressed by conventional regulatory
frameworks alone. The analysis shows that responsibility in Al-driven mental health systems
is no longer limited to healthcare professionals, but is distributed across a broader ecosystem
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involving healthcare institutions, technology developers, digital platform providers, and
regulatory authorities. Although Indonesia has established a foundational legal structure
through Law Number 17 of 2023 on Health, Law Number 27 of 2022 on Personal Data
Protection, and Law Number 1 of 2024 on Electronic Information and Transactions, these
instruments remain fragmented and lack specific provisions governing algorithmic decision-
making, explainability, and liability allocation in Al-assisted healthcare. This regulatory
fragmentation creates a significant gap in ensuring legal certainty, accountability, and effective
protection for patients in digital mental health services.

The study further finds that existing Indonesian legal frameworks, while strong in safeguarding
privacy, confidentiality, and data security, are still insufficient to address emerging risks
associated with algorithmic bias, opaque machine-learning processes, automated profiling, and
secondary data use beyond initial consent. In response to these challenges, this research
proposes an integrated governance framework that combines health law, personal data
protection law, trustworthy Al principles, and Islamic ethical-legal foundations. In this regard,
Magasid al-Shari ‘ah provides a normative ethical structure grounded in the protection of life
(hifz al-nafs), intellect (hifz al- ‘aql), and public welfare (maslahah). The novelty of this study
lies in the formulation of a hybrid governance model that integrates contemporary Al
accountability standards with Islamic legal objectives, offering a value-based regulatory
approach to strengthen transparency, accountability, and patient protection in Al-driven mental
healthcare systems. From a theoretical perspective, this study contributes to the development
of an interdisciplinary framework that integrates health law, data protection law, artificial
intelligence governance, and Islamic legal philosophy into a unified analytical structure. This
integration demonstrates that modern regulatory theories and Islamic ethical principles are not
conflicting systems but mutually reinforcing approaches to ensuring responsible technological
governance. From a practical perspective, the findings provide guidance for policymakers in
designing more comprehensive Al regulations for healthcare, particularly in relation to
explainability requirements, human oversight mechanisms, accountability standards, and
ethical auditing of algorithmic systems. These measures are essential to ensure that Al
technologies operate in accordance with both legal norms and ethical expectations in society.

The study is limited by its normative doctrinal methodology and reliance on literature-based
analysis without empirical validation from healthcare institutions, practitioners, or patients.
Therefore, future research should adopt empirical and comparative approaches to examine how
Al governance frameworks operate in practice across different healthcare settings and
jurisdictions. Further studies are also needed to evaluate stakeholder perceptions,
implementation challenges, and the effectiveness of integrated legal—ethical governance models
in real-world Al-driven mental health services. Ultimately, ensuring trustworthy Al in
healthcare requires continuous refinement of regulatory frameworks that balance technological
innovation with legal certainty, ethical responsibility, and the protection of human dignity.
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