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Abstract
Background: The rapid expansion of digital identity systems has increased children's participation in digital
environments while exposing them to privacy violations, identity theft, cyber exploitation, and long-term data
misuse. Existing studies primarily address these issues from technological or regulatory perspectives, with limited
integration of Islamic family law into children's digital identity governance.

Objective: This study examines children's digital identity governance in Indonesia, Estonia, and the United Arab
Emirates and develops a governance framework grounded in magqdasid al-shart ‘ah.

Methods: A qualitative doctrinal and comparative legal approach was employed by analyzing legislation, child
protection and personal data protection laws, digital governance policies, institutional documents, and recent
scholarly literature. The analysis combines comparative legal methods with magdasid al-shart ‘ah principles.

Results: Indonesia emphasizes family-centered legal protection and parental responsibility, Estonia demonstrates
institutionally integrated digital identity governance supported by secure digital infrastructure, and the United
Arab Emirates combines technological innovation with Islamic legal values. These findings are synthesized into
the Maqasid-Based Children's Digital Identity Governance (MCDIG) Framework, comprising parental digital
responsibility, legal protection, secure digital infrastructure, family digital literacy, and collaborative institutional
governance.

Conclusion: Effective children's digital identity governance requires an integrated legal, technological, ethical,
and institutional approach that balances digital innovation with child protection and family responsibility while
strengthening contemporary Islamic family law.

Novelty: This study proposes the MCDIG Framework, integrating magdsid al-shari‘ah, comparative legal
analysis, children's digital rights, and digital governance into a unified child-centered framework for protecting
children's digital identities.

Keywords: Children's Digital Identity; Child Protection; Family Law; Magdasid al-Shart ‘ah; Digital Governance.

INTRODUCTION

The rapid expansion of digital technologies has fundamentally transformed children's participation in education,
healthcare, financial services, social media, and digital public administration through increasingly sophisticated
digital identity systems. Beyond enabling secure access to digital services, digital identity has become an essential
component of contemporary governance by reshaping interactions between citizens and public institutions while
enhancing service integration, administrative efficiency, and institutional accountability (Atar et al., 2025; Janssen
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et al., 2025). Consequently, digital identity is no longer merely a technical authentication mechanism but a legal
and governance issue closely associated with public value, individual rights, and the protection of human dignity
within digital societies (Lin & Wang, 2026). Despite these benefits, children remain among the most vulnerable
users of digital ecosystems because they are disproportionately exposed to identity theft, unauthorized personal
data processing, cyber exploitation, algorithmic surveillance, and long-term privacy risks (Apps et al., 2025; Li,
2025; Bayar & Sezgin, 2026; Volz, 2026). Recent scholarship therefore argues that effective digital governance
must move beyond technological solutions by integrating legal safeguards, ethical responsibility, institutional
accountability, and child protection into a coherent governance framework capable of balancing innovation with
children's best interests (Alsharif & Hnit, 2025; Guenduez et al., 2025; Naghmouchi et al., 2025; Casalini &
Zavolokina, 2025; Beltran, 2025; Kun, 2025; Casarosa et al., 2025; Chen et al., 2025; Imandeka et al., 2026).

Within this broader governance discourse, Islamic family law offers an important normative and ethical
perspective for protecting children's rights in the digital era. The objectives of magqasid al-shari ‘ah emphasize the
preservation of human dignity, intellect, lineage, life, and property, thereby extending legal protection beyond
physical welfare to encompass emerging digital challenges affecting children (Al-Shatibi, 1920; Auda, 2008;
Kamali, 2008). Contemporary scholarship further demonstrates that Islamic family law continues to evolve
through contextual interpretation and legislative reform in response to changing social realities, including
questions of justice, institutional transformation, and governance within Muslim societies (Akhtar, 2026;
Aghbalou, 2026). Building upon this development, recent studies have explored digital parenting, cyber
protection, ethical governance, and family resilience in digital environments (Muharir & Lousada, 2024; Muyassar
et al., 2024; Banurea, 2025; Kurniawan et al., 2024; Ja'far et al., 2026; Lestianingsih et al., 2025; Tan et al., 2025;
Yildirim et al., 2025; Muchtarom et al., 2026; Evgin et al., 2026). Nevertheless, existing studies predominantly
employ maqasid al-shari‘ah as a normative justification for digital ethics rather than as an analytical framework
for evaluating children's digital identity governance across different legal systems, leaving a significant conceptual
gap in comparative Islamic family law research.

Existing scholarship on children's digital identity governance can be grouped into four interrelated streams. The
first emphasizes cybersecurity, artificial intelligence, and privacy-preserving technologies as mechanisms for
reducing digital risks and strengthening identity protection (Alraddadi et al., 2025; Hossain & Islam, 2025;
Hasnain et al., 2025). The second examines digital government, public digital infrastructure, and national digital
identity systems, highlighting how institutional integration and interoperable digital services improve governance
effectiveness (Lusi et al., 2025; Janssen et al., 2025; Naghmouchi et al., 2025; Mota & Klein, 2025). The third
focuses on legal regulation of personal data, children's digital rights, and human-rights-based governance in
response to increasing concerns over privacy, surveillance, and algorithmic decision-making (Beltran, 2025; Lim
et al., 2025; Li, 2025; Long et al., 2025). The fourth explores the contemporary application of Islamic law and
magqasid al-shari ‘ah in responding to technological transformation, including digital rights, ethical governance,
and emerging regulatory challenges (Arminsyah, 2025; Marluwi et al., 2025; Mashdurohatun et al., 2026; Azam
et al., 2026). Although these strands have substantially advanced understanding within their respective domains,
they remain largely disconnected. Consequently, current scholarship has yet to develop an integrated governance
framework that simultaneously incorporates comparative legal analysis, children's digital rights, digital
governance, and Islamic family law.

These limitations reveal several important research gaps. First, previous studies rarely employ Islamic family law
as an analytical framework for evaluating children's digital identity governance, instead treating magasid al-
shart'ah primarily as a normative or ethical justification. Second, comparative legal analyses involving
jurisdictions with contrasting legal and technological characteristics remain limited, particularly with respect to
Indonesia, Estonia, and the United Arab Emirates. These jurisdictions represent three complementary governance
models: Indonesia emphasizes family-centered legal protection and parental responsibility; Estonia exemplifies a
mature digital identity ecosystem supported by integrated public digital infrastructure; and the United Arab
Emirates combines rapid technological innovation with Islamic legal values and state-led digital governance.
Third, existing literature generally prioritizes technological or regulatory solutions while paying comparatively
less attention to the interaction between legal protection, family responsibility, institutional governance, and
digital ethics. As a result, no comprehensive model currently explains how these dimensions can be integrated to
strengthen children's digital identity protection within contemporary Islamic family law.
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Accordingly, this study addresses three research questions: (1) How do Indonesia, Estonia, and the United Arab
Emirates regulate children's digital identity within their respective legal systems? (2) How can magasid al-
shart‘ah function as an analytical framework for evaluating children's digital identity governance? (3) What
governance model can strengthen children's digital identity protection within contemporary Islamic family law?
To answer these questions, the study adopts a qualitative doctrinal and comparative legal approach integrating
comparative law, digital governance, child protection, and Islamic family law. Its principal contribution is the
development of the Maqasid-Based Children's Digital Identity Governance (MCDIG) Framework, which
reconceptualizes magqdasid al-shari‘ah not merely as a normative foundation but as an analytical governance
framework integrating parental digital responsibility, protection of children's personal data, secure digital
infrastructure, family digital literacy, and collaborative institutional governance. By bridging fragmented strands
of scholarship, this study extends contemporary Islamic family law into the field of digital identity governance
while offering practical guidance for policymakers seeking child-centered, ethically grounded, and
technologically adaptive governance models in the digital era.

LITERATURE REVIEW

Children's digital identity governance has become a central topic in contemporary legal and governance
scholarship as digital technologies increasingly mediate children's interactions with education, healthcare,
financial services, social media, and public administration. Early studies primarily conceptualized digital identity
as a technical mechanism for authentication, electronic identification, and secure access to online services
(Withorn et al., 2021). More recent scholarship, however, demonstrates a significant conceptual shift by
recognizing digital identity as a multidimensional construct encompassing legal status, personal autonomy,
informational privacy, and the exercise of fundamental rights within digital societies (Apps et al., 2025; Cameron
et al., 2025; Alsharif & Hnit, 2025; Guenduez et al., 2025; Janssen et al., 2025; Li, 2025; Naghmouchi et al., 2025;
Bayar & Sezgin, 2026). This evolution reflects a broader transition in digital governance research from
technology-centered approaches toward governance models that emphasize accountability, institutional
legitimacy, and human-centered regulation. Nevertheless, scholarly debate persists regarding the most appropriate
governance architecture for protecting children's digital identities. One strand of literature prioritizes
cybersecurity, encryption, digital authentication, secure infrastructure, and institutional readiness as the principal
mechanisms for mitigating digital risks. Recent studies further demonstrate that effective cybersecurity depends
not only on technological safeguards but also on coherent policy frameworks, users' security behavior, and
organizational preparedness in managing digital vulnerabilities (Alraddadi et al., 2025; Hasnain et al., 2025;
Hossain & Islam, 2025; Oroni & Xianping, 2025). In contrast, another body of scholarship argues that
technological solutions alone are insufficient unless supported by comprehensive legal regulation, ethical
governance, institutional accountability, and active family participation (Beltran, 2025; Campos & Coutinho,
2025; Casalini & Zavolokina, 2025; Casarosa et al., 2025; Kun, 2025). Complementing these perspectives,
Roihanah et al. (2026) emphasize that responsive legislative design should strengthen coordination among the
state, legal institutions, and families to enhance social resilience and protect vulnerable groups. Collectively, these
studies indicate that children's digital identity governance should be understood as an integrated governance
ecosystem that combines technological, legal, institutional, and social dimensions rather than relying exclusively
on technical innovation.

This expanding body of literature also demonstrates that children's digital identity has evolved beyond a technical
issue into a multidimensional governance challenge involving human rights, cybersecurity, digital ethics, and
family protection (Alsharif & Hnit, 2025; Guenduez et al., 2025; Naghmouchi et al., 2025). Within broader
debates on digital governance, scholars increasingly argue that technological transformation simultaneously
creates new opportunities for innovation and new normative challenges concerning privacy, autonomy, inclusion,
accountability, and the protection of vulnerable populations (Morrell, 2025). Consequently, digital identity
governance can no longer be evaluated solely in terms of technological performance or administrative efficiency
but must also be assessed according to its ability to safeguard fundamental rights and promote public trust.
Existing governance models increasingly advocate rights-based approaches that integrate technological
innovation with legal certainty, ethical responsibility, and institutional accountability. Despite this growing
consensus, current scholarship remains largely fragmented because technological, legal, ethical, and family-
centered perspectives are often examined independently rather than within a unified analytical framework. This
fragmentation is particularly evident in studies concerning children, where cybersecurity research frequently
overlooks family governance, while legal scholarship tends to underemphasize technological implementation and
institutional coordination. As a result, the literature has yet to produce a comprehensive framework capable of
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systematically integrating digital governance, children's rights, institutional responsibility, and family protection
into a coherent model for evaluating children's digital identity governance. Such a gap provides the conceptual
foundation for developing a more holistic governance framework that accommodates both technological
advancement and child-centered legal protection.

Within Islamic family law, the protection of children has long been understood as an integral component of the
broader objectives of magqasid al-shari‘ah. Classical scholars conceptualized these objectives through the
preservation of religion (hifz al-din), life (hifz al-nafs), intellect (hifz al-'aql), lineage (hifz al-nasl), and property
(hifz al-mal) as the fundamental principles guiding Islamic legal reasoning (Al-Shatibi, 1920; Auda, 2008; Kamali,
2008). Contemporary scholarship has subsequently expanded these principles to address legal questions arising
from digital transformation, including digital ethics, online privacy, electronic consent, algorithmic governance,
and responsible technology use (Kurniawan et al., 2024; Muharir & Lousada, 2024; Muyassar et al., 2024;
Arminsyah, 2025; Mukaromah et al., 2025; Lestianingsih et al., 2025; Banurea, 2025; Azam et al., 2026; Ja'far et
al., 2026; Mashdurohatun et al., 2026). Parallel developments have also highlighted the growing importance of
digital parenting, family resilience, and digital literacy in protecting children within increasingly interconnected
digital environments. Despite these advances, most studies continue to employ maqdasid al-shart ‘ah primarily as
a normative or philosophical justification for legal reform rather than as an operational analytical framework for
evaluating governance effectiveness. Consequently, the interaction between Islamic legal objectives, institutional
governance, digital infrastructure, and children's digital rights remains theoretically underdeveloped. This
conceptual limitation suggests that Islamic family law possesses greater analytical potential than currently
reflected in the literature, particularly for assessing whether governance systems effectively preserve children's
welfare, dignity, and long-term interests within rapidly evolving digital ecosystems.

Another prominent debate concerns the relationship between digital governance, cybersecurity, and children's
digital rights. Existing scholarship consistently recognizes that children are disproportionately exposed to identity
theft, unauthorized personal data processing, algorithmic profiling, cyber exploitation, online surveillance, and
long-term privacy risks associated with digital participation (Apps et al., 2025; Li, 2025; Long et al., 2025; Saleh
et al., 2025; Bayar & Sezgin, 2026). Nevertheless, the proposed governance responses remain divided across
disciplinary perspectives. Regulatory-oriented studies prioritize comprehensive personal data protection
legislation, privacy compliance, age-verification mechanisms, and institutional accountability as the principal
safeguards for children's rights (Beltran, 2025; Lim et al., 2025; Kun, 2025; Volz, 2026). By contrast, family-
centered scholarship emphasizes parental mediation, digital literacy, ethical education, and community
engagement as equally important mechanisms for strengthening children's resilience in digital environments (Tan
et al., 2025; Yildirim et al., 2025; Evgin et al., 2026; Muchtarom et al., 2026). Complementing these perspectives,
empirical evidence demonstrates that information security awareness among students and teachers significantly
contributes to reducing digital risks within educational settings, underscoring the importance of behavioral
readiness alongside technological safeguards (Perkasa et al., 2026). Rather than supporting a single governance
approach, the cumulative evidence suggests that effective protection of children's digital identities requires
coordinated interaction among legal institutions, families, educational organizations, technology providers, and
digital infrastructure. Accordingly, sustainable governance should be conceptualized as a collaborative ecosystem
integrating legal certainty, cybersecurity, ethical responsibility, institutional coordination, and family participation
into a unified child-centered governance strategy.

Building upon these debates, the present study argues that existing scholarship remains fragmented because
technological governance, Islamic family law, children's digital rights, and comparative legal analysis continue to
develop largely in parallel rather than through an integrated analytical framework. While previous studies have
individually examined cybersecurity, digital government, personal data protection, or magasid al-shari ‘ah, few
have systematically analyzed how these dimensions interact in shaping children's digital identity governance
across jurisdictions with different legal traditions and institutional capacities. More importantly, comparative
scholarship has not yet translated the principles of magasid al-shari ‘ah into measurable governance components
capable of evaluating regulatory coherence, institutional effectiveness, and family responsibility simultaneously.
To address this theoretical gap, this study conceptualizes Maqasid-Based Children's Digital Identity Governance
(MCDIG) as an integrative analytical framework that synthesizes comparative legal governance with the
objectives of Islamic family law. The framework operationalizes five mutually reinforcing dimensions—parental
digital responsibility, protection of children's personal data, secure digital infrastructure, family digital literacy,
and collaborative institutional governance—as practical indicators for evaluating child-centered digital
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governance. In doing so, the study extends the application of magqasid al-shari‘ah beyond its conventional
normative role by positioning it as an evaluative framework capable of connecting legal protection, technological
governance, institutional accountability, and ethical responsibility within contemporary digital society. This
theoretical synthesis establishes the analytical foundation for the comparative discussion presented in the
subsequent sections while clarifying the study's principal contribution to both digital governance scholarship and
contemporary Islamic family law.

METHODS

This study adopts a qualitative doctrinal and comparative legal research design to examine children's digital
identity governance from the perspective of Islamic family law. The doctrinal approach is employed to
systematically analyze legal norms, statutory provisions, institutional regulations, and policy frameworks
governing children's digital identity, personal data protection, cybersecurity, and family responsibility. Rather
than merely describing legal provisions, this approach evaluates the normative coherence of legal systems in
responding to emerging digital challenges affecting children's rights. To strengthen the analysis, the study
incorporates a comparative legal approach that identifies similarities, differences, institutional characteristics, and
transferable governance practices across Indonesia, Estonia, and the United Arab Emirates. These jurisdictions
were selected purposively because they represent three complementary models of digital governance and family
regulation. Indonesia reflects a family-centered legal system shaped by national legislation and Islamic family
law; Estonia represents one of the world's most mature digital governance ecosystems characterized by integrated
digital identity infrastructure, interoperability, and secure public digital services; whereas the United Arab
Emirates illustrates a governance model combining rapid technological innovation with Islamic legal values and
state-led digital transformation. The comparative design enables the identification of both jurisdiction-specific
characteristics and broader governance principles applicable across different legal traditions. The analysis is
guided by the principles of magqdasid al-shari ‘ah, particularly the preservation of human dignity (hifz al-karamah),
intellect (hifz al-'aql), lineage (hifz al-nasl), and property (hifz al-mal), which function as analytical criteria for
evaluating whether contemporary legal and institutional arrangements effectively protect children's welfare within
digital environments (Al-Shatibi, 1920; Auda, 2008; Kamali, 2008).

The research relies on both primary and secondary legal materials selected through purposive sampling based on
their authority, relevance, and contribution to the research objectives. Primary legal materials include
constitutions, statutes, child protection legislation, personal data protection laws, digital identity regulations,
cybersecurity policies, government regulations, judicial documents, institutional guidelines, and official policy
reports issued by competent authorities in Indonesia, Estonia, and the United Arab Emirates. Secondary legal
materials consist of peer-reviewed journal articles, scholarly books, international reports, and academic
publications concerning Islamic family law, magdasid al-shari‘ah, comparative law, digital governance,
cybersecurity, children's digital rights, and digital ethics. The integration of these materials facilitates a
comprehensive assessment of both normative legal developments and contemporary scholarly debates. Consistent
with previous governance research, this multidisciplinary evidence base is necessary because effective digital
identity governance depends on the interaction of technological capacity, institutional accountability, legal
certainty, and ethical responsibility rather than on isolated regulatory interventions (Janssen et al., 2025; Guenduez
et al., 2025; Volz et al., 2025). Accordingly, the selected legal materials provide a robust basis for evaluating how
different jurisdictions balance technological innovation, child protection, family responsibility, and institutional
governance while responding to the challenges of digital transformation.

The analytical procedure was conducted through four sequential stages to ensure methodological transparency,
analytical consistency, and research reproducibility. First, all legal and academic materials were collected,
reviewed, and classified into four analytical themes: children's digital identity protection, parental and family
responsibility, digital governance and cybersecurity, and the principles of magasid al-shart ‘ah. Second, a cross-
jurisdictional comparative analysis was undertaken to identify regulatory convergence and divergence,
institutional strengths and weaknesses, governance mechanisms, and policy transferability among the three
jurisdictions. Third, the comparative findings were interpreted through the analytical lens of magqasid al-shari ‘ah
to assess the extent to which each legal system promotes the protection of children's dignity, digital rights, and
sustainable family governance. Rather than functioning solely as a normative reference, maqgasid al-shart ‘ah was
operationalized as an evaluative framework for assessing legal coherence, institutional effectiveness, and
governance performance across different regulatory settings. Finally, the synthesized findings informed the
development of the Maqasid-Based Children's Digital Identity Governance (MCDIG) Framework, comprising
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five interrelated dimensions: parental digital responsibility, legal protection of children's personal data, secure
digital infrastructure, family digital literacy, and collaborative institutional governance. To enhance analytical
validity, doctrinal analysis, comparative legal interpretation, and literature triangulation were employed by
systematically comparing statutory provisions, institutional policies, and contemporary academic scholarship
across the three jurisdictions. This methodological strategy strengthens the credibility, transparency, and
reproducibility of the research while demonstrating that Islamic family law and magasid al-shart ‘ah can function
not only as normative foundations but also as analytical instruments for evaluating children's digital identity
governance within contemporary comparative legal scholarship.

RESULTS AND DISCUSSION

Comparative Governance Models for Children's Digital Identity Protection

The comparative analysis demonstrates that children's digital identity protection has developed into a
multidimensional governance issue that extends beyond conventional personal data regulation. It involves the
interaction of child protection principles, family responsibility, institutional accountability, and technological
security. Across Indonesia, Estonia, and the United Arab Emirates, children's digital identity is increasingly
recognized as an essential element of contemporary governance because children remain particularly vulnerable
to identity misuse, unauthorized data processing, online exploitation, and long-term privacy risks due to their
limited legal capacity and digital awareness. Nevertheless, each jurisdiction adopts a distinct governance model
shaped by its legal traditions, institutional capacity, technological development, and socio-cultural values. While
Indonesia emphasizes family-based protection and parental responsibility, Estonia prioritizes secure digital
infrastructure and institutional interoperability, whereas the United Arab Emirates combines technological
transformation with regulatory supervision and family-oriented governance. These variations indicate that
effective children's digital identity governance requires a balanced relationship between families, governments,
and digital institutions rather than reliance on a single regulatory mechanism.

Table 1. Comparative Governance Models for Children's Digital Identity Protection
Governance

Dimension Indonesia Estonia United Arab Emirates
Family-centered child Secure digital identity Technologytdrlven '
Regulatory e . ecosystem supported by governance integrated with
. . protection integrated with . . :
orientation ersonal data covernance interoperable public regulatory oversight and
P & infrastructure cultural values
Primary Parents supported by state State institutions Government leadership
governance regulation and child protection | supported by trusted combined with family
actor institutions digital systems responsibility
Normative protection through Advanced digital Coordinated digital
Institutional family law, child protection infrastructure, transformation and
strength regulation, and personal data institutional trust, and centralized regulatory
governance digital service integration | capacity
. Uneven digital literacy, Prlvacy rlsks ansing from Balancing innovation,
Main . . extensive digital . .
o fragmented implementation, ) . privacy protection, and
limitation . . o integration and data .
and infrastructure disparities . ethical governance
connectivity
. Developing secure, .
Transferable Strengtl}epl.ng parental‘ accountable, and Integrajung technolpgy,
responsibility and family-based | . .. regulation, and socio-
lesson interoperable digital

governance

identity systems

Source: Author's comparative analysis (2026).

cultural legitimacy

The comparative findings reveal that Indonesia, Estonia, and the United Arab Emirates represent three different
governance orientations in protecting children's digital identity. Indonesia adopts a family-centered model in
which parents function as the primary actors responsible for children's welfare, including supervision of digital
activities. This approach corresponds with the principle that children's protection begins within the family, where
parental responsibility extends beyond physical care toward moral, educational, and digital guidance. Within the
context of Islamic family law, this model reflects the importance of parental guardianship (wilayah al-usrah) and
responsibility for safeguarding children's interests in changing social environments (Kurniawan et al., 2024;
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Muharir & Lousada, 2024; Muyassar et al., 2024; Banurea, 2025). However, Indonesia's family-centered
governance remains challenged by differences in digital literacy, unequal access to technological resources, and
variations in institutional implementation.

In contrast, Estonia demonstrates an infrastructure-based governance model in which children's digital identity
protection is closely connected with secure electronic identification systems, institutional interoperability, and
public trust in digital services. Rather than placing primary responsibility on families, Estonia relies heavily on
state capacity to establish reliable digital ecosystems capable of protecting citizens' identities, including children.
This model illustrates how technological infrastructure and institutional accountability can strengthen digital
governance effectiveness (Janssen et al., 2025; Lusi et al., 2025; Naghmouchi et al., 2025). Nevertheless, the high
level of digital integration also creates new challenges, particularly concerning cybersecurity, data concentration,
and the protection of children's privacy within interconnected systems.

The United Arab Emirates represents a hybrid governance model that combines technological modernization,
centralized regulatory coordination, and family-oriented socio-cultural values. Unlike Estonia's primarily
infrastructure-driven approach and Indonesia's family-centered model, the UAE integrates digital transformation
strategies with regulatory supervision and cultural legitimacy. This approach demonstrates how rapid
technological development can coexist with ethical considerations and Islamic values related to human dignity
and social responsibility (Guenduez et al., 2025; Hamdan et al., 2026). However, its continuing challenge lies in
maintaining equilibrium between technological innovation, regulatory control, and the protection of children's
fundamental rights in digital environments.

The comparison further demonstrates that no single governance model provides a complete solution for children's
digital identity protection. Indonesia contributes a strong normative foundation through parental responsibility
and child-centered legal principles, Estonia provides valuable experience in secure digital infrastructure and
institutional interoperability, while the United Arab Emirates illustrates the possibility of harmonizing
technological innovation with cultural and ethical values. Therefore, comparative policy learning should not be
understood as the direct adoption of one jurisdiction's model but as the integration of complementary governance
practices adapted to local legal and social contexts. These findings establish the foundation for the subsequent
analysis, which examines how maqasid al-shari‘ah can function as an evaluative framework for assessing the
effectiveness and ethical orientation of children's digital identity governance.

Magqasid al-Shari‘ah as an Evaluative Framework for Digital Identity Governance

The comparative findings demonstrate that children's digital identity governance cannot be evaluated solely
through technological performance, regulatory compliance, or institutional efficiency. A comprehensive
assessment requires an analytical framework capable of examining whether governance arrangements effectively
preserve children's dignity, welfare, legal identity, and long-term interests. In this regard, maqasid al-shari‘ah
provides a relevant evaluative framework because it emphasizes the realization of maslahah (benefit) and the
prevention of mafsadah (harm) as fundamental objectives of Islamic law. Unlike conventional approaches that
primarily assess digital governance from technological or administrative perspectives, this study applies maqasid
al-shar'ah as an analytical instrument to evaluate how Indonesia, Estonia, and the United Arab Emirates protect
children's digital identity within different legal and institutional contexts. This approach extends maqasid beyond
doctrinal interpretation by positioning it as a practical framework for assessing contemporary legal challenges,
including digital privacy, identity protection, and child welfare (Al-Shatibi, 1920; Auda, 2008; Kamali, 2008).
Recent scholarship also demonstrates that maqasid al-shari‘ah can function as an operational framework for
analysing contemporary family resilience and legal development, thereby strengthening its relevance for emerging
issues in digital society (Rozikin et al., 2025).

The application of maqasid al-shari‘ah in this study further recognizes that effective digital identity governance
depends not only on the existence of legal norms but also on institutional capacity, technological reliability, and
ethical responsibility. Digital transformation requires alignment between technological systems, administrative
structures, and institutional actors responsible for protecting public interests (Lu et al., 2025). This perspective
explains why Estonia's digital identity ecosystem demonstrates strong institutional integration, while Indonesia
continues to face challenges related to implementation capacity and digital literacy. At the same time,
contemporary technology governance emphasizes that digital innovation should remain human-centered by
prioritizing dignity, accountability, and social responsibility rather than merely pursuing technological efficiency
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(Monlezun, 2025). These principles correspond with maqasid al-shari‘ah, which evaluates legal arrangements
according to their ability to preserve human welfare and prevent harm.

The first analytical dimension is hifz al-nafs (protection of life) and hifz al-'aql (protection of intellect), which
reflect the obligation to protect children's physical, psychological, and intellectual development within digital
environments. Indonesia addresses these objectives primarily through child protection regulations, parental
supervision, and family-based digital literacy initiatives that seek to prevent online harm while supporting
children's responsible digital participation (Kurniawan et al., 2024; Muharir & Lousada, 2024; Muyassar et al.,
2024; Banurea, 2025; Muchtarom et al., 2026). Estonia operationalizes these objectives through secure digital
infrastructure, trusted electronic identification, and cybersecurity mechanisms designed to reduce risks of identity
misuse and unauthorized access (Janssen et al., 2025; Lusi et al., 2025; Naghmouchi et al., 2025). Meanwhile, the
United Arab Emirates combines technological innovation with regulatory supervision and family-oriented
governance, seeking to maintain children's safety while ensuring that digital transformation remains consistent
with ethical and cultural values (Guenduez et al., 2025; Hamdan et al., 2026). Although implemented through
different institutional mechanisms, all three jurisdictions demonstrate a shared commitment to minimizing digital
harm and supporting children's healthy development.

Table 2. Maqasid al-Shari'ah Evaluation of Children's Digital Identity Governance

Magqasid Indonesia Estonia United Arab Comparative
Dimension Emirates Assessment
. . Secure digital
l(ajll\j\idaﬁ intZizggl infrastructure and Integrated digital All jurisdictions
Hifz al-nafs su ervisi(l))n reduce cybersecurity regulation promotes prioritize child
(Protection ris113<s of online mechanisms protect children's online safety through
of life) exploitation and children from safety within family- | different governance
d&i pl tal harm identity-related oriented governance | mechanisms
g threats
. Protection of
ngllly—based . Digital innovation is | children's
. , digital literacy and | Trusted digital .
Hifz al-'aql . . complemented by intellectual
. parental guidance services reduce .
(Protection . s ethical governance development
. support children's exposure to unsafe . . .
of intellect) o L . and educational requires education,
cognitive digital environments | . ... h
development initiatives technology, and

regulation
Source: Author's analytical synthesis (2026).

Beyond the protection of life and intellect, the dimensions of hifz al-nasl (protection of lineage and family
integrity) and hifz al-mal (protection of property and legitimate interests) provide further analytical perspectives
for understanding children's digital identity governance. Within contemporary Islamic family law, hifz al-nasl
extends beyond biological lineage to include the preservation of children's dignity, legal identity, family
relationships, and social recognition. In digital society, children's identities are increasingly represented through
electronic records, educational platforms, healthcare systems, and public digital services. Therefore, inadequate
protection of children's personal data may affect not only privacy but also legal identity, family integrity, and
future social participation. Indonesia addresses this dimension through parental responsibility and child protection
principles, while Estonia strengthens legal identity through secure digital identity systems and institutional
interoperability. The United Arab Emirates combines technological development with regulatory oversight and
family-oriented governance, demonstrating how digital identity protection can be aligned with social and cultural
legitimacy. These findings indicate that hifz al-nasl provides a valuable framework for assessing whether digital
governance mechanisms preserve children's identity and family relationships in an increasingly digital society.

Similarly, hifz al-mal (protection of property and legitimate interests) expands the understanding of children's
digital identity as a valuable legal asset requiring protection. Although classical Islamic jurisprudence primarily
associates this principle with material property, contemporary legal developments recognize that personal data,
digital credentials, and electronic identities possess significant economic and legal value (Auda, 2008; Kamali,
2008; Beltran, 2025; Kun, 2025; Volz, 2026). Indonesia seeks to protect these interests through personal data
protection regulation and institutional safeguards, although implementation challenges remain. Estonia provides
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a technologically integrated model through secure authentication, encrypted data exchange, and institutional
accountability. The United Arab Emirates strengthens this objective through centralized digital governance and
continuous technological innovation. From the perspective of hifz al-mal, effective digital identity governance
requires not only legal protection but also reliable technological systems capable of preserving children's digital
assets throughout their life course.

The application of the four maqasid dimensions demonstrates that no jurisdiction independently fulfills all
normative and institutional requirements of children's digital identity governance. Indonesia contributes a strong
family-centered approach based on parental responsibility and child welfare principles; Estonia provides advanced
experience in secure digital infrastructure and institutional interoperability; while the United Arab Emirates
demonstrates how technological innovation can be integrated with Islamic values and socio-cultural legitimacy.
Therefore, maqasid al-shari‘ah functions not merely as a philosophical justification for legal reform but as an
analytical framework for evaluating whether governance systems effectively protect children's welfare, dignity,
identity, and future participation. This synthesis provides the conceptual foundation for the development of the
Magqasid-Based Children's Digital Identity Governance (MCDIG) Framework in the following section, which
integrates comparative legal insights with Islamic legal objectives to formulate a more comprehensive model of
child-centered digital governance.

Developing the MCDIG Framework: Integrating Islamic Legal Objectives and Digital Governance

The comparative analysis and the application of maqasid al-shari‘ah demonstrate that existing approaches to
children's digital identity governance remain fragmented across different regulatory and disciplinary perspectives.
Digital governance studies generally emphasize institutional efficiency, technological infrastructure,
interoperability, and administrative capacity, while cybersecurity research focuses primarily on technical
protection mechanisms and resilience against digital threats. Meanwhile, children's rights scholarship highlights
privacy protection, legal safeguards, and vulnerability reduction, whereas Islamic family law research has
traditionally focused on parental responsibility, family protection, and ethical obligations. Although these
perspectives provide valuable contributions, they often operate separately and do not fully address the complex
relationship between technological development, family responsibility, institutional governance, and children's
digital rights. Therefore, this study proposes the Maqasid-Based Children's Digital Identity Governance (MCDIG)
Framework as an integrated governance model that synthesizes comparative legal insights, Islamic legal
objectives, and contemporary digital governance principles.

The MCDIG Framework is developed by integrating transferable governance lessons from Indonesia, Estonia,
and the United Arab Emirates through the evaluative lens of maqasid al-shari‘ah. Rather than replicating the
regulatory approach of a particular jurisdiction, the framework combines complementary strengths identified
through comparative analysis. Indonesia contributes a family-centered governance orientation that emphasizes
parental responsibility and child welfare protection. Estonia provides lessons regarding secure digital identity
infrastructure, institutional interoperability, and public trust in digital systems. The United Arab Emirates
demonstrates how technological modernization can be combined with regulatory coordination, cultural
legitimacy, and Islamic socio-legal values. By integrating these dimensions, the MCDIG Framework
conceptualizes children's digital identity not merely as technical information requiring protection but as an
essential component of children's dignity, legal identity, family integrity, and future participation in society.

Table 3. The Maqasid-Based Children's Digital Identity Governance (MCDIG) Framework
Magqasid al-
Framework Governance Function Shari‘ah Expected Governance

Component . . Outcome
Dimension

Digital supervision, informed
consent, ethical guidance, and
protection of children's interests
Legal protection of Privacy regulation, legal certainty,

Hifz al-nasl, hifz | Responsible family-
al-'aql based digital protection

Parental digital
responsibility

Hifs al-mal, hifz Protection against

children's personal and protection of children's digital al-nafs identity misuse and
data rights digital exploitation
Secure digital Authentlcajuon, 1nterqperab1!1ty, Hifs al-nafs, hifs T.ru.sted. and .res1hent
. cybersecurity, and reliable digital _ digital identity
infrastructure ) . al-mal

identity systems ecosystem
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Magqasid al-

Framework

Expected Governance

Governance Function Shari‘ah
Component . . Outcome
Dimension
Family digital Digital awareness, ethical education, | Hifz al-'aql, hifz Im.provevd fe'lrr}lly and
. . . . children's digital

literacy and risk prevention capacity al-nasl o

resilience
Collaborative Coordination among governments, Integration of all | Sustainable child-
institutional schools, technology providers, and magqasid centered digital
governance families dimensions governance

Source: Developed by the authors (2026).

The five components of the MCDIG Framework function as an interconnected governance ecosystem rather than
isolated regulatory mechanisms. First, parental digital responsibility recognizes the family as a fundamental
institution in protecting children's digital welfare by ensuring supervision, ethical guidance, and informed
decision-making. Second, legal protection of children's personal data provides enforceable safeguards that prevent
unauthorized processing, identity exploitation, and misuse of children's digital information. Third, secure digital
infrastructure establishes the technological foundation required to maintain confidentiality, integrity, and
reliability of children's digital identities. Fourth, family digital literacy strengthens the capacity of parents and
children to understand digital risks and participate responsibly in online environments. Fifth, collaborative
institutional governance integrates the responsibilities of government agencies, educational institutions,
technology providers, and families into a coordinated protection system. Together, these components reflect the
holistic orientation of maqasid al-shari‘ah, where children's welfare is achieved through the simultaneous
realization of legal, ethical, technological, and institutional objectives.

The originality of the MCDIG Framework lies in its integration of comparative legal analysis, Islamic family law,
magqasid al-shar‘ah, children's digital rights, and digital governance into a single conceptual model. Existing
approaches frequently prioritize one dimension, such as technological security, regulatory compliance, or ethical
responsibility, without sufficiently integrating these elements into a unified governance structure. In contrast, the
MCDIG Framework positions children's digital identity protection as a multidimensional governance challenge
in which family responsibility, legal regulation, technological capacity, and institutional collaboration operate as
mutually reinforcing elements. This approach extends contemporary Islamic family law scholarship by
demonstrating that maqasid al-shari‘ah can function not only as a normative foundation but also as an operational
framework for evaluating and designing governance responses to emerging digital challenges.

From a practical perspective, the MCDIG Framework provides a transferable reference for policymakers, child
protection institutions, data protection authorities, educational organizations, digital service providers, and
families seeking to develop child-centered digital governance strategies. The framework does not require identical
implementation across different jurisdictions; rather, it provides adaptable principles that can be adjusted
according to local legal systems, institutional capacities, and socio-cultural conditions. Accordingly, the MCDIG
Framework contributes to the development of a more comprehensive approach to children's digital identity
governance by bridging Islamic legal objectives with contemporary digital governance needs. Through this
integration, the framework offers a pathway for strengthening children's digital protection while ensuring that
technological innovation remains aligned with human dignity, ethical responsibility, and the best interests of
children.

CONCLUSION

This study concludes that children's digital identity governance represents an emerging dimension of
contemporary Islamic family law that requires integration between legal protection, technological security, family
responsibility, and institutional governance. The comparative findings demonstrate that Indonesia, Estonia, and
the United Arab Emirates adopt distinct governance models shaped by their legal traditions, institutional
capacities, and socio-cultural contexts. Indonesia reflects a family-centered governance model based on parental
responsibility, child protection principles, and personal data regulation. Estonia represents an infrastructure-based
model supported by secure digital identity systems, interoperable digital services, and institutional trust.
Meanwhile, the United Arab Emirates illustrates a hybrid governance model combining technological innovation,
regulatory coordination, and Islamic socio-cultural values. These findings confirm that no single national model
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can comprehensively address the complexity of children's digital identity protection; instead, sustainable
governance requires adaptive integration of complementary legal, technological, and institutional practices.

This study further demonstrates that maqasid al-shari‘ah functions not only as a normative foundation but also as
an analytical framework for evaluating children's digital identity governance. Through the dimensions of hifz al-
nafs (protection of life), hifz al-'aql (protection of intellect), hifz al-nasl (protection of lineage and family
integrity), and hifz al-mal (protection of property and legitimate interests), digital identity protection can be
understood as part of broader efforts to preserve children's dignity, welfare, legal identity, and future participation
in society. This perspective expands the application of Islamic legal objectives beyond conventional family issues
toward emerging challenges in digital society.

Building upon comparative analysis and maqasid evaluation, this study develops the Maqasid-Based Children's
Digital Identity Governance (MCDIG) Framework as an integrated model for strengthening child-centered digital
identity protection. The framework consists of five interconnected components: parental digital responsibility,
legal protection of children's personal data, secure digital infrastructure, family digital literacy, and collaborative
institutional governance. The principal novelty of this study lies in repositioning maqasid al-shari‘ah from a
primarily normative reference into an operational framework for evaluating and designing digital governance
responses affecting children. By integrating Islamic family law, comparative legal analysis, children's digital
rights, and contemporary digital governance, the MCDIG Framework provides a comprehensive approach that
moves beyond fragmented technological or regulatory solutions. The framework offers theoretical contributions
by extending Islamic family law scholarship into the digital domain and practical implications for policymakers,
child protection institutions, educational organizations, families, and digital service providers seeking to balance
technological innovation with ethical responsibility and children's best interests.

Nevertheless, this study has several limitations. First, it employs a doctrinal and comparative legal approach based
primarily on legislation, institutional policies, regulatory documents, and scholarly literature; therefore, it does
not incorporate empirical perspectives from children, parents, policymakers, or technology providers. Second, the
comparative scope is limited to Indonesia, Estonia, and the United Arab Emirates, requiring further research to
examine the applicability of the proposed framework across different legal and socio-cultural contexts. Third, the
MCDIG Framework remains a conceptual model requiring empirical validation and implementation assessment.
Future research may examine the framework through comparative field studies, digital parenting surveys,
institutional governance evaluations, and empirical studies of children's experiences within digital identity
systems. Despite these limitations, this study provides an initial foundation for developing child-centered digital
identity governance by demonstrating how Islamic legal objectives, comparative legal insights, and digital
governance principles can be integrated into an adaptive and comprehensive framework for protecting children in
the digital era.
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